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- A Leading Network and
System Integration Service Provider in

Hong Kong & Mainland China.

Our team is bullt-up with certified engineers
and professional project managers in

providing innovative solutions and to solve

mission crifical tasks in order to simplify

l'.:}("' SINGAPORI; ?

v

customers’ operations.
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ATTACK SURFACE MANAGEMENT(ASM)

B Source scanning

Native protection

ATTACK S U RFACE B Vulnerability assessment
MANAGEMENT
(ASM)

B Penetration testing

B Remedies

B Security operation centre (soc)
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Consequences of Company Date Leakage

CYBERATTACK NEWS (2023)

sky BRERE - 1 7 - on MSN
Royal Family's official website targeted in cyber attack

The royal website has been hit by a cyber attack, a royal source has told Sky News.The ' - Financial Loss Loss of Customer Trust
denial of service attack, or DDoS, is ... |

BLEEPINGCOMPUTER - ©

Sony investigates cyberattack as hackers fight over who's

responsible Data Breach and

s . _ : s Privacy Concerns
Sony says that it is investigating allegations of a cyberattack this week as different |
hackers have stepped up to claim ... '

MARKETS 14 1. 0%
INSIDER ~ 13 /INEF

Clorox Shares Could Rally As Operations Revive After Cyberattack,

says Bullish Analyst N Disruption of Legal ana

s TPATED Bt focorncs s ' Compliance Issues
Clorox Co (NYSE:CLX) continues to estimate the financial impact of a crippling ~ i OpeI’CITIOﬂS =
cyberattack. The company’s shares spiked on ... ' ny
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®GOIP

COMPANIES FACE SECURITY CHALLENGES EVERYDAY

Identity Clone )
Attack & Threats Privacy brea.c:h
from multimedia datic through tagging

Cyber attacks are increasing every day with the
Increased use of mobile and Web applications,
Globally, statistics show that more than 70 per
cent of the applications either have vulnerabillities

which could potentially be exploited by a hacker,

or worse, they have already been exploited.

Location leakage & Spear Phishing

Information Leakage

E D G E N E T I C © 2025 GOIP Group. All Rights Reserved. 4



Delivering Security in the Cloud Requires Close Collaboration

®GOIP

Customer data

Platform, applications, identity
& access Scanning

Operating system, network & firewall detection

Client-side data : : Networking traffic
encryption & data SeTVerside encryplion |- e tion (encryption,

integrity authentication e sysienm e ier eleie) integrity, identity)

dAn
gmn

JIKD)
K

Software Network

Security

Compute Storage Database Networking

Hardware/enterprise global infrastructure

Regions Availability zones Edge locations

GOIP Group

QQ 11
Application Platform Visibility
Security & Control
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®GOIP

Convergence of Networking and Security Solutions

Networking Security

Actionable Threat Management @

Intelligence

Etherneft SD-WAN Router Firewall Segmentation

e D

SSL

e B ©

. . . Software Delivers Network
Appliance Virtual Container Saas Awareness

Conftroller
KD
o

AP Controller

A

— | =DG=N=TIC | —

Alslc =

Appliances Lack Awareness
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EDGENETIC Native Protection
Source Scanning
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Source Scanning

m KEY CAPABILITIES

B PROCESSING

B REPORT
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GOIP Group Technology Vision

v

Entities Anywhere <«

> & 0
Control and Protect A\ @ iii

Everyone and Everything Employees Contractors WFH Campus Branch Operational Technology
on or off the Network

Users and Devices

Access/VPN

GOIP Group
GOIP Monitor  GOIP Management Analyzer  SandBox SOC Counter Threats, with

4 Security Services Threat Intelligence Coordinated Protection

GOIP Policy Gate Cloud Al Ops EDR/MDR XDR E

Readiness & Response

Speed Operations, with Al-
powered Automation

HEY
L] |

Lo

N —g

HomeWRK

> V

Switch GOIPGate

© = <>

Secure Any Application GOIPWeb GOIPGate : DevSec ADC

Journey on Any Cloud
‘ 1 (]
Wiy

Public Cloud Internet Data Center Saas Edge
< » Resources Everywhere -« >

!

Extender

Applications
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What is Source Scanninge

L Scanning the exposed Assisting in discovering
To solve the problem of unclear asset sorting in devices in the the device occupancy

. iInferconnected space iNn different reaions
the inferconnected network, uses e 2
Its unique high-precision asset tags to help
customers quickly sort out the assets exposed

on the interconnected network side.

This is done by:

Helping customers Providing information

understand which about the potential
Internet assets should be unknown risks of

focused on exposed assets

E D G E N E T I C © 2025 GOIP Group. All Rights Reserved. 10
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Source Scanning

m KEY CAPABILITIES
m PROCESSING

B REPORT

— D G — N - T I C © 2025 GOIP Group. All Rights Reserved. 11



&
>r

\

lfp\

Source Scanning Flowchart

'

Source scanning helps organizations proactively detect and address security vulnerabilities,
ensure compliance with industry standards, improve code quality and maintainability,

optimize performance, mitigate risks associated with third-party components, and protect

iIntellectual property.

Step 2

Step 1 Step 3

GOIP Group
Permission Letter

Report

Simple |
(3 Business days)

Questionnaire
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Source Scanning

B KEY CAPABILITIES

B PROCESSING
m REPORT
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Compliant Report

Includes detailed stafistics on Internet scanning of
assets, providing clear visibility into network assets

and risks.

Ensures legality and compliance, meeting the
Inspection requirements of higher-level regulatory
authorities and fulfilling the needs of IT operations

and maintenance.

Comprehensive analysis and stafistics of risk assets,
offering professional Internet risk mitigation solutions

to address specific issues.

SOURCE
SCANNING
REPORT

=DG=N=TIC

= Source Scanning Report

World Data Statistics

@ nding Page

China

Singapore

e Germany

South Africa

10 15

o
w

Web Page Type

8 Web Portals

=DGEN=TIC

Source Scanning Report

The scanning results of this Attact Surface Management.

Total of 21 associated results. Among them, 10 associated IPs and

11 associated domains were detected.

HOST
20150.190.132
23.10649.70

4099222184
4790111134
47.11227.149
4711227149
47.112.27.149
47.11227.149
4711227149
101.100.210.50
101.100.210.50
101.100.210.50
103215389
103215389
103215.389
103215389
103215389
103.215.389
12577142198
18360.153.17

220181125251

DOMAIN

msoid.cncar etc.com

cncarecccomhk

autodiscover cncarecc.com
bmp.cncarecc.com
encarecccom
www.cncare tech
encarecccom
www.cname.tech

encare tech
autodiscover.cncareccen
webmail.cncarecc.on
‘webmail.cncarecc.on
cncarecc comhk
cncarecc.comhk
cencarecc.comhk
cncarecccomhk
cncarecccom.hk
cncarecccomhk
Www.Cncarecc.com
crm.cncarecc.com

WWW.CnCarecc.com

g to Road, Kwun Tong. HK | Tel: (B52) 2138 9388 | info@goipaula.com
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B Microsoft

W Tencent
B Other

B Topthink inc
@ The jQuery

W cPanel

B Horde LLC

W Apache

] Source Scanning Report

PORT & SERVICE
443 | hetpsssl
443 | hitpiss!

80 | http

80 | http

443 | http/ssi
80 | http

80 | http

80 | http

80 | http

B0 | http

443 | http/ssi
80 | http
2083 | httplsst
2082 | http
2086 | http
2095 | http
2096 | http/ssl
2087 | httpisst
443 | httpssl

80 | http

80 | http

WEBSITE TITLE

Object moved

IT Managed Services Provider
mmmmm

CNGare
CN Care
CN Gare

CN Care

Website Development Language

B ASPNET

Vendor Statistics

F T T T T
0 2 4 6 8

@ ThinkPHP

10

11

13

14

15

16

17

18

19

21

=DG=N=TIC

APPLICATION

VERSION MIDDLEWARE LOCATION
Johannesburg, Gauteng

e Province, South Africa
Jolomy 35 Apache Singapore
Microsoft IS WebServer +5  Microsoft-11S/10.0 Frankf-::;ngain Hesse,
Bootstrap +3 China Hong Kong
ThinkPHPDevelopmentFram @ Shenzhen City, G
ework +6 Province, China
LaySNSThinkPHP+LayU+6  Apache Shen#;:gunrfucumm

jQuery +6 Apache
jQuery +6 Apache
LaySNSThinkPHP+LayU+6  Apache

Shenzhen City, Guangdong
Province, China
Shenzhen City, Guangdong
Province, China
Shenzhen City, Guangdong
Province, China

Apache Web Server Apache Singapore
Horde +3 Apache Singapore
Horde +3 Apache Singapore
cPanelVirtual host _
management system+2 China Hong Kong
cPanelVirtual host -
management system+2 China Hong Kong
cpanel- WHM +4 China Hong Kong
cPanelVirtual host z
management system+2 China Hong Kong
cPanelVirtual host )
management system+2 China Hong Kong
cPanelVirtual host i
management system+4 China Hong Kong

i : Quanzhou City, Fujian Province,
Tengine +7 Tengine China

i i Dongguan City, Guangdong

Nginx Web Server nginx/1.20.2 Province, China
Tengma'v7 Tengine Beijing China

=DGEZNE=TIC

Source Scanning Report
AUTONOMOUS AUTS(g;'OEh:‘OUS
SYSTEM
NUMBER

Microsoft 8075
Corporation
Leaseweb Asia Pacific
ple Itd. 59253
Microsoft
Corporation 8075
Alibaba Cloud 45102
Alibaba Cloud 37963
Alibaba Cloud 37963
Alibaba Cloud 37963
Alibaba Cloud 37963
Alibaba Cloud 37963
Vodien Internet
Solutions Pte Ltd e
Vodien Internet
Solutions Pte Ltd s
Vodien Internet
SolutionsPteltd 002
HUAWEI 136907
HUAWEI 136907
HUAWEI 136907
HUAWEI 136907
HUAWEI 136907
HUAWEI 136907
China Telecom 133776
China Telecom 4134
China Telecom 23724

g to Road, Kwun Tong, HK | Tel: {852) 2138 9388 | infe@goipaula.com

Service Port

@ Development and Operations
B Operating System

Enterprise Office Applications
B Network Security Equipment
B Web Systems and Applications
@ Other

Source Scanning Report

o s

@ Web Framework B Others

Web Server

B Control Panel

B Mail System
@ Software Tools

Programming Language ) CDN

End

=DG=N=TIC
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Vulnerability Assessment (VA)

m KEY CAPABILITIES

B VA PROCESSING

B REPORT & COMPARISON

— D G — N - T I C © 2025 GOIP Group. All Rights Reserved. 16



What is Vulnerability Assessment?

(VA) is a systematic technical approach to finding the

e

security loopholes in a network or software system.

‘ It primarily adopts a scanning approach which is done both

o0 :
& & manually and performed by certain tools.

‘ i The outcome of a VA process is a report showing all
Q vulnerabilities, which are categorized based on their

severity.

oo This report is further used for the next step, which is
Penetration Testing (PT).

=DG=N=TIC



What are the Different Types of VA Scans?

B Infernal VA scans:

Scan the internal network for access, vulnerabilities, and compliance issues. They
are used to identify security risks before they can be exploited by attackers from

inside the organization.

B External VA scans:

Scan the external network for access, vulnerabilities, and aftack surfaces. They
are used to identify security risks that could be exploited by afttackers from outside

the organization.

Product should meet a certain consumer demand, or it should be so compelling
that consumers believe they need it.

— D G — N - T I C © 2025 GOIP Group. All Rights Reserved. 18



®GOIP

IT Devices

DISCOVER
VULNERABILITIES IN

MOEILE DEVICES AND
VIRTUAL INFRASTRUCTURE

IDENTIFY SENSITIVE
DATA IN MOTION

UNCOVER
SUSPICIOUS
CONNECTIONS

=DG=N=TIC
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%

Internal VA Scanning External VA Scanning

Performed Location
Access Scanning P Web Server

'-- Performed Networks
m Scannings
a a Web Server

r
r -

| op

Computer

Internet
Laptop

— D G — N - T I C © 2025 GOIP Group. All Rights Reserved. 20



@GOoIP

Domain
Controller

Internet
External vy :. Internal
Threats
Threats

E D G E N E T I C © 2025 GOIP Group. All Rights Reserved. 2]



Vulnerability Assessment Advantage

Improved
Security Posture

By identifying vulnerabilities,

organizations can take
appropriate measures to
strengthen their security
posture, protecting their

systems and data.

.\

Prioritization of
Remediation Efforts

VA helps prioritize
vulnerabilities based on their
severity, allowing organizations
to allocate resources
effectively and address the

most critical issues first.

=

Cost-Effective
Security Investment

ldentifying vulnerabilities through
VA helps organizations identify
and address security issues before
they can be exploited, potentially
saving significant costs associated

with security breaches.

Third-Party Risk
Management

Demonstrating a commitment to
vulnerability assessment and
proactive security measures
enhances customer trust and

helps maintain a positive

reputation in the marketplace.

=DG=N=TIC
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Vulnerability Assessment (VA)

m KEY CAPABILITIES
B VA PROCESSING

B REPORT & COMPARISON

— D G — N - T I C © 2025 GOIP Group. All Rights Reserved. 23



Vulnerability Assessment Processing

B Compliance Requirement Fulfillment:

Simple and fast self-assessment fo determine compliance
with security inspection requirements of cybersecurity and

regulatory agencies.

B Enhanced Security Level:

Self-testing and self-inspection of security vulnerabilities 1o
Improve the level of security operations and maintenance
management and enhance user security reinforcement

capabillifies.

B Improved Operational Efficiency:

Formulate professional and intuitive vulnerability scanning
reports based on the scan results. Classify identified security

vulnerabillities and provide remediation suggestions.

Authorization

Letter

Collect
Information

Nefelalgligle
Implementation 4

L ).
TN

»y
e

Define Project Rs Teﬂh J Sf’rer
Scope ectification

(v

Information Rectification
Communication

Organization ;RK

Submission
of Reports

=DG=N=TIC
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VULNERABILITY ASSESSMENT PROCESSING

SOURCE SCANNING

This may include asset inventories, network diagrams,
and software configuration information.

Simple Questionnaire

What systems or networks will be assessed?
Who will be involved in the assessment?

Permission Letter

It can help the company to Idenﬁfy Vulnerabilities

comply with privacy regulations. This can be done using a variety of tfools and
techniques, such as automated scanners,

manual penetration testing, and vulnerability

Fl'e e (30 MINS) catabases

Remediate the Vulnerabilities.

This may involve applying patches, changing
configurations, or implementing new security controls.

Report

(7 Business days)

E D G E N E T I C © 2025 GOIP Group. All Rights Reserved. 25



Vulnerability Assessment Processing (Free 30 mins) 'fQ'CGEI@"P

2. Simple

Questionnaire 4. Identify 6. Remediate the

Vulnerabilities Vulnerabilities

1. Permission 5. Report
3. SOURCE :
Leﬂer SCANNING (7 Business days)

E D G E N E T I C © 2025 GOIP Group. All Rights Reserved. 26



GOIP

Vulnerability Assessment (VA)

B KEY CAPABILITIES
B VA PROCESSING

B REPORT & COMPARISON

— D G — N - T I C © 2025 GOIP Group. All Rights Reserved. 27



VA SERVICE COMPARISON

A
&,

{ 74
e

.

GOIP VA Scanning

SOUCE SCANNING
Vulnerability Remediation Recommendations
Source Analysis Report
Professional Report

Expert-Advised Remediation

Maximum 30 Minutes

Show 1 Only

Simplified Report

Not Included
Not Included

=DG=N=TIC



30 MINS FREE VERSION

Comprehensive Report

Scan Informations

Unit 2508, 25/F, Nanyang Plaza 57 Hung to Road, Kiwun Tong HK | Tet: (852) 2138 9388 | info@gospaula com

Average Maximum

Target Scan Start Time Scar.l Requests Response Response
Type Duration Ti
ime Time
Jjersennessis . rexr 2023, 11:18:08 : \
http:// Full Scan AMGMT+8 30 minutes 18088 146ms 723ms
Vulnerability
Severity Vulnerabilities Instances
Threat Level 3
Assessment Bl ... o : -
ne or more high-severity type .
4 vulnerabilities have been discovered by Medium 4 6
the scanner. Low 3 3
. ........................................... Informational 5 5
Total 14 17
. -
Source Analysis F s
R e po rt _ Instances Instances
Cross site scripting 1 Basic authentication over HTTP 1
ooooooooooooo ARRaanuis 0 6 ARNBNANANARRR RO NANRRAY 0
..... ARARARARRNRNANAR AL 0
AAAAA ARARARARRRRARARAS 0
High Severity Medium Severity
— ‘ Instances Instances
C"C'““k'"g ?i’_{'{‘ﬁ??t"’"s header ! Access-Control-Allow-Origin header with 1
2 (N e—— - 5 wildcard (*)value
0 CARARRE AR Abhrh 0
........ AARRARARARARLA 0 F 4
ooooooooooooooooooo 0
Low Severity Informational 0

info@goipaula.com

=DG=N=TIC
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Subscribed Full Version Report

Vulnerability

Assessmen

Comprehensive
eport

Unit 2508, 25/F, Nanyang Plaza 5 g to Road, Kwun Tong, HK | T

el =

L PN -

w. tangrvreid
rfadpny ¥

. -
»

info@goipaula

.uio.. 1
.
-

Scan Informations

Average Maximum
Scan % Scan B D,
Target 1 Start Time Duration
YP. Time Time
’ 2023.11:18:08 o .o " Al oy
http Full Scan AMGMT+8 30 minutes 18088 146ms 723ms
Severity Vulnerabilities Instances
Threat Level 3
=2 P——— High 2 2
igh-severity type .
e atty  Medium 4 6
Low 3 3
G ot b Informational 5 5
and/or deface your website. Total 14 17
—— Instances
- Basic authenticatisn over HTTP 1
3 Cross shteseripting ! 6 L=!tl:f¥;£(ﬂ{ml\(ﬂllﬂ I
SO ittt e Ny 2 Ustecredeatals ar seat i cesrtert i
Others 3
High Severity Medium Severity
Instances "
Chickiacking X rame Optices header 1 AccessCootrol Allow Origin header with 1
3 Cookies with missing inconsistenter 5 wildeard (') value
cantradictory progerbies 1 Canteat Security Puicy (CSP) mt implermented !
Cookies witheu! HitpOaly flag sel 1 NaHTTP Redirecton 1
Low Severity Informational Others 2

Basic authentication over HTTP
In the context of an HTTP transaction, basic access authentication is a method for an HTTP user agent to
provide a user name and password when making a request.

One or more directories are protected using Basic anHITP With Basic
Authentication the user credentials are sent as cleartext and because HTTPS is not used, they are vulnerable
to packet sniffing,

Impact

User credentials are sent as cleartext and are vulnerable to packet sniffing.
http//testhtmiSyvulnweb.com/ Verified

Pages with basic auth HTTP: http: wulrweb.

Request

GET /admin/ HTTP/1.1

Cookie: username=RDFYjolf

Accept: text/html application/xhtm+xmlapplication/xmkq =0.9./"q=0.8

Aceept-Enceding: gzip deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0. Winé4, x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/114.0.0.0 Safari/537.36

Host: testhtmi5yvulmweb.com

Connection: Keep-alive

Recommendation
Use Basic Authentication over an HTTPS connection

References
Basic access authentication
https/enwikipedia.org/wiki/Basic_access_authentication

Unencrypted connection
This scan target was connected to over an unencrypted connection. A potential attacker can intercept and
madify data sent and received from this site.

Impacts
SEVERITY  IMPACT

High 1 cross site scripting

High 2 DOM-based cross site scripting

Medium 1 Basic authentication over HTTP

Medium 1 Unencrypted connection

Medium 1 Usercredentials are sent in clear text

Medium 3 Vulnerable JavaScript libraries

Low 1 Clickjacking: X-Frame-Options header

Low 1 Cookies with missing, inconsistent or contradictory properties
Low 1 Cookies without HttpOnly flag set

Informational 1 Access-Control-Allow-Origin header with wildcard (*) value
Informational 1 Content Security Policy (CSP) not implemented
Informational 1 No HTTP Redirection

Informational 1 Permissions-Policy header not implemented

Informational 1 Subresource Integrity (SRI) not implemented

Request

Form method: POST Password input: password

GET/HTTP/L1

Referer: httpu/ftesthtml 5 vulweb.com/

Accept: text/html application/xhtml=xmiapplication/xmlq=0.9/"q=0.8

Accept-Enceding: gzip.deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64) AppleWebKit/537.36 (KHTML. like Gecko)
Chrome/114.0.0.0 Safari/537.36

Host: testhtmiS.vuinweb.com

Connection: Keep-alive

Recommendation
Because user credentials are considered sensitive information, should always be transferred to the server
aver an encrypted connection (HTTPS).

Vulnerable JavaScript libraries

You are using one or mare vulnerable JavaScript libraries. One or more vulnerabilities were reparted for
this version of the library. Consult Attack details and Web References for more information about the
affected library and the vulnerabilitics that were reported.

Impact

Consult Referances for more information,

http:/itesthtmiS vudnweb.com/ Confidence: 95%

Query 1.9.1

URL: http://code jquery.comfjquery- 1.9, 1L.minjs

Detection method: The library's name and version were determined based on the file's CON URI

CVE-ID: CVE-2015-9251, CVE-2020-11022, CVE-2020-11023

Description; Possible Cross Site Scripting via third-party text/javascript responses / In jQuery versions
greater than or equal to 1.2 and before 3.5.0, passing HTML from untrusted sources - evena  er sanitizing it
-toone of jQuery's DOM manipulation methods (l.e. _.htmi), append(). and others) may execute untrusted
code. This problem is patched in jQuery 3.5.0./ In JQuery versions greater than or equal to 1.0.3 and before
3.5.0. passing HTML containing option elements from untrusted sources - even after sanitizing it - to one of
Query’s DOM manipulation methods (i.e..mi(), .aopend|). and others) may execute untrusted code.

This problem is patched in jQuery 3.5.0.

Cross site scripting

Cross-site Scripting (XSS) refers to client-side code injection attack wherein an attacker can execute
malicious scripts into a legitimate website or web application. XSS occurs when a web application makes
use of unvalidated or unencoded user input within the output it generates,

Impact

Malicious JavaScript has access to all the same objects as the rest of the web page, including

access to cookies and local storage. which are often used to store session tokens. If an attacker can obtain
a user's session cookie, they can then impersonate that user.

Furthermore, JavaScript can read and make arbitrary modifications to the contents of a page being
displayed to a user. Therefore, XSS in conjunction with some clever sacial engineering opens up a kot of
possibilities for an attacker.

http://testhtmi5.vulnweb.com/Verified

Cookie input username was set to RDFYjolf <script >xdax(9839) < fscript>
The input is reflected inside a text element.

Request GET/HTTP/1.1

Referer: hitp com/search I=testing

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4: x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/114.0.0.0 Safari/537.36

Cookie: username=RDFYjolf<script>xdax{9839)</script>

Accept: text/html.application/xhtmi+xml.application/xml:q=0.9."/"q=0.8

Accept-Encoding: gzipdeflatebr

Host: testhtmiSvulnweb.com

Connection: Keep-alive

Recommendation

context-dependent encoding and/or validation to user input rendered on a page
References

Cross-site Scripting (XSS) Attack -
hitps:/Avww.acunetix.com/websitesacurity/eross-site-seripting/ Types of XSS -

References:

htps./igithub.com/joueryjoueryissues/2432

Mtp//biog jauery.com/2016/0108/ jquery-2-2-and-1-12-released/

Mtps:/fblog jquery.com/2020/04/ 10/ query-3-5-0-rel eased/
https://mksbenl0.cm/2020/05/jquery3.5.0-xss html

Mtps: uery.comiupgrade-guide/3 5

Mtps.fapiiquery.com/jQuery. MmIPrefilter/

hatps:/fwww cvedatails com/icve/CVE-2020-11022/httpa:ifgithub comiadvisories GHS A gxr d-xjj 5- Sp?
tps:iiwww cvedetalls.comicve/CVE-2020-11023/

Mtps:igithub.com/sdvisories/GHSA-jpcg -cgwé-djé

Request

GET/HTTP/L1

Referer: http:(testhtmlSvulrweb.com/

Accept: text/html spplication/xhtmi+xml.applicstion/’xmlq=0 97" q-0.8

Accept-Encoding: gZipdefiate br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x44) Apple\WebKit/537.34 (KHTML, like Gecko}
Chrome/114.0,0.0 Salari/537.36

Host: testhtmiSvulrweb.com

Connection: Keep-alive

htpitesthtmiSvulnweb.com/ Confidence: $5%

Angular)s 1.0.6

URL: https./ajax. is com/ajax/libs/angul arjs/ 10,6/ lar.min.js

Detecticn method: The library's name and version wers determined based on the file's CON URL CVE-ID:
CVE-2020-7676

Description: execution of arbitrary javascript/ Prototype pollution / Cross-Site Scripting. References:
hatps:ficode googhe comip/mastache sacurity/wikVAngidar IS

Mtps.igithub.comiangul a/angular 5 /blobvb 30501 5¢h 7915708 ce 1 790 3d6 1007 d 714 3e46 2 L/ICHAN
GELOG.md

hMtp/favidienbeunn se/angular txt

thub.com/angul se/angular jsicommit/b3Pe 1d47b 52 16395516 34cB47 381158 9Mba 52218
2//github.com/angular/angular s icommit/726f49dcf6c 231060daf ScfdSe 2059284 1db 7425
hatps:igithub com/angul ae/angular js/blobvmaster /CHANGELOG md#1 79 - pollution-eradication- 201911
19

hatps:/irvd nist govivuln/det il CVE-2020- 7676

Source: window.name
Execution Sink: evaluate code

Location: http:, Inweb. ? 17\"> <xsstag>
(Hocxss")#domxssExecutionSink{1."\"» <xsstag>()locxss")

Stack Trace:

Object toObject {http//! ‘ b.com/static it .§5:130:18) Object.init
(htep:/s 5vulnweb.com/static libs/s $j5:85:29)

Code:

URL: http://testhtmiS vulnweb,.com/static/app/libs/sessvars js
Call: eval('this. myObj="+ x);

Recommendation

Your script should filter metacharacters from user input.
References

Acunetix Cross Site Scripting Attack

hetps://www acunet; rwebstesec it

VIDED: How Cross-Site Scripting (XSS) Works
AP W ACUNSTIX COM/DIOZ/ WD SACUIFIty ZONeAIGE0- Now-Crass: Site - SCripTing 455 works!’

The Cross Site Scripting Faq
RS/ werw. cgisecurity com/xss-fag hmt

OWASP DOM Based XS$
https/iawasp.org/www-community/attacks/DOM _Based XSS

DOM based XSS Prevention Cheat Sheet
hetps/ & 5P Org ets/DOM_based_XSS_Prevention_Cheat_Sheet.htmd

XSS Filter Evasion Cheat Sheet
bitpsJfwww.owasporg/indec pho/XSS_Filter_Evasion_ Cheat_Sheet

Cross site scripting
hatps:fenwikipedia.orgwikd/Cross-site_scripting

OWASP PHP Top 5
s wvew. owasp.org/index pho/PHP Top 5

How To: Prevent Cross-Site Scripting in ASPNET
https/docs.microso comen-usfrevious-versionsimsp-n-p/ 649310(v=pandp.10)

Request
GET/HTTP1
Referer: http.itesthtmiS vulrmweb com/
Accept: texthtml spplicationshtml s xmlapplicationxmbg=0.9.7",4-0.8
Accept-Encoding: gzip deflate.br
User-Agent: Mozila/'5.0 (Windows NT 10.0; Winb4: x64] AppleWebKit/537.36 (KHTML. ke Gecko)
Chrome/114.000 58fari/537.36
Host: testhtmiSyulmaeb.com
Conractior: Keep-alive
sessvars 100
to Inweb.com/ C 95%
URL: httpe/its ISovalrweb. i it sjs
Detection method: The library's name and version were determined based an the file's contents. CVE-ID:
N
Description: Unsanitzed data passed to eval])
References:
https/fwebarchive.org/wet /20131126051 208/httpc/www.thomasfrank se/sessionvars.html

Request

GET Sstatic/applibs/sessvars js HTTP/11

Reforor: httg:/testheml S vulrewed com/

Coakie: username =admin

Accept: text/html application/shtmi+omlapplicationsmlg 09,7 ,q-0 8

Accopt-Encodng: gz deflate, be

User-Agent: Mozila/S 0 (Windows NT 10.0; Winé4; x64] AppleWebKit/537.36 (KHTML, ke Gecko)
Chrome/ 114000 S5a1ari/537.36

Host: testhamiS vidrraeb.com

Conrection Keep-alive

Recommendation
Upgrade to the latest version,

o acunetix
XSS Filter Evasion Cheat Sheet
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet

Excess XSS, 3 comprehensive tutorial on cross-site scripting https:/fexcess- xss.com/
ite scripting

https:/fen wikipedia.org/wiki/Cross-site_scripting

Cross

DOM-based cross site scripting

This script is possibly vulnerable to Cross Site Scripting (XSS) attacks.

Cross site scripting (also referred to as XSS) is a vulnerability that allows an attacker to send malicious code
(usually in the form of Javascript) to another user. Because a browser cannot know If the script should be
trusted or not. it will execute the script in the user context allowing the attacker to access any cookies or
session tokens retained by the browser.

While a traditional cross-site scripting vulnerability occurs on the server-side code, document object model
based cross-site seripting is a type of vulnerability which a  ects the seript code in the client’s browser.

Impact

Malicious users may inject JavaScript. VBScript, ActiveX, HTML or Flash into a vulnerable application to fool
auser inorder to gather data from them. An attacker can steal the session cookie and take over the account,
impersonating the user. It is also possible to modify the content of the page presented to the user,

http/ftesthtmi5vulnweb.com/

Source: window.location

Execution Sink: documentwrite

Location: http//testhtmiS vulmweb com/?wystest=domxssExecutionSink{1.'\"> <xsstag>
Olocxss ) #domxssExecutionSink( 1. \" > < xsstag »{)locxss”)

Stack Trace:
* hetpsf 5vulnweb. i jpost.js:119:14
http://testhtml5.vulnweb.com/

Clickjacking: X-Frame-Options header

Clickjacking [User Interface redress attack. Ul redress sttack, Ul redressing] is & malicious technigue of
tricking a Web user into diicking on something di  erent from what the user perosives they are clicking cn
thus potentially revealing confidential information or taking control of their computer while dickingon
seemingly innocuous web pages.

Thee server did not return an X-Frame-Options header with the value DENY or SAMEORIGIN, which means
that this website could be at risk of a clicigacking attack. The X Frame-Options HT TP response header can
be used to indicate whether or not a browser should be allowed to render 3 page inside a frame or iframe.

Sites can use this 1o avoid chickjacking attacks, by snsuring that their content is not ambedded into

untrusted sites,

Impact
The impact depends on the affected web application.
http://testhtml5vulnweb.com/

Paths withcut secure XFO header:

http:/testhtmiS vulrweb com/static/appypartials/popularhtml

http:/testhtmiS vulrweb comiajaupopular

DD e<t VIS sy lrvmets comyajax atest

httpu/testhtmi5 vulrmweb comvajax/

hetp/testhtmiSvulomeh comvajax/archive

httpu/testhtmiS vulrweb com/static/appdpartials/latest html

httputestivimits vulermeb conmvatatic/appypartiale/itemsUist m!
httpu/testhimiS vulrweb comstatic/appypartialsicontact hitml

httputesthtmiS vulmaeb comistatic/app/partialscarcusel html http/testhtmiSvulmveb.comicontact
httpu/testhami vulorweh comvitatic/appdpartiale [itemvatao rl])

Wt/ est vt S vulevwe comvistatic/appy/ partials/aechive html
httputesthemiS vulrweb comystatic/app/partials/about htmi http:/testhemiS vulrweb.comy
httpe/testhtmiS vulrweb comtorgotpw
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COMPLIANCE

PCISS- Payment Card Industry

Security Standard

Data

HIPAA- Health and Insurance Portabillity

and Accountabllity Act

Privacy

ISO27001 / 27002

Cyber Security
Certificate in SG IM

DA
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USE CASE : DATA SECURITY 7

Cracking / Attack node(s) status

W 28 Achievements

¥ 71 Vulnerabilities Current Activity

Category Details

Agionslog 94 Approvals Host Al Approvals
64 Citrix CVE-2019-19781 Vulnerability Scann... vulnerability 172.19.2.4 default-node I Inject SpringdShell probing payload 172.19.2.4 Approve
search Act nt Q 5 Lo Citrix CVE-2019-19781 Vulnerability Scann... vulnerability 172.19.2.5 default-node ' Inject SpringaShell probing payload  DC1.sho.shi Aoprove
Relay exploitation default-node d Inject SpringdShell probing payload  172.19.25 Aoprove
10 Created Oomain Admin 1 P 28 Achievements -
user = 3 1 Validate Web Application LogdShell Vuine... extensive_enumeration 172.19.2.12 default-node Inject SpringdShell probing payload  172.19.2.12 Aoprove
tic Low Web Service Enumeration extensive_enumeration 172.19.3.16 default-node Inject SpringdShell probing payload ~ WIN10-X64-100.enterprise.. Apprave
8_3 Jenkins Default Login :’
& 39 Discovered Devices .
7.5 Unautheniicaled Aifiow 1 22 B L B s FHo ®ig 0 =o
fnsianos w —- 62% Windows Windows Windows Linux Mac Network Other
® (6)Critical @ (1) High (0) Madium Workstation Server Workstation Devices
7 2 Executed code remotely on 2
- the host v
Uinux Unux Unux Unux Linux Ubunty Linux Unux Linux Linux
7" Foun 561
<1 privilg

~

R —— e Customer Challenge

Host can be forced to
i 0 i
8 Confid

authenticate by a rogue server

. Sy [PU—

1[] Created Domain Admin 1
user ~

3 3 Ope! Domain: PENTERA TEST, User:
«J  chan PENTERA-DA-PCPX ST
8.3 Jenkins Defaut Login g i v C O
i o g v i’ﬂ i SMB server on endpoint does not
2 validate clients j\'g:‘ Captured credentials over HTTP
s e
Unauthenticated Airflow 1
7'5 Instance v 5-8 omain PCYSYS

5.5\l G2wesson

Data Compliance

Lack of Security Expertise
Data Silos

12 LAST SCAN ACTIVITIES

LEAKED CREDENTIALS

11 Fo, MITRE Executed
b pri

Reconnaissance

50 6/20 0

Pending Provisioning

Passwords

15

Defense Evasion

Action Types

Hashed Passwords

7

5 Discovery

ion (T158

Executive Sum

| Attack
= LI:;T::“OS ) M':ti“‘:&m H:s e Remediation Wiki
Current Asse d a total of 59 vul Name Resolution protocols (LLMNR/NBNS/mONS) )

f— pentera identified a total of 59 vull

. - GOIP Group Benefit

. | a1 |

emine -_‘ ; Insight =
Resllience Sore Over a e :,‘: st ng Ot
ibd L . 3 : ‘l ) > 5 ¥ o ; resy "‘ ' .
| W W DRSS Protection from data breaches
" ] — B T T —— Use GOIP security information and event
23
[ ™ .
Resilience Score (an :.::“M .::1 R —l mdndgemen-l- (SlEM SOlU-I-Ion
== | s 2 T - Compliance with data protection laws and
L ame == = - regulafions
alr P — Achievements LSl I 3 2 . . .
q o= "1 =4 - ° Reduced risk of financial losses
|- performe entera.
L w5 03 - orver
b l“:":: ot ppen Shares with Domain User ACC .
Saverity esp === - :;

Im{ﬁ l 98 (:1!‘:" B m-:. ::‘35 ; The attacker ca; @
wcurity o wigheys Severity — = F Remmmmmm
. ::' (mwa :::: query ey Disable the protocals: MONS. LLMNR, and NBNS.
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SE CASE e
([
. - - . -
Scan Information Vulnerabilities Site Structure Scan Statistics Events
ACtIV\ty Completed
LOW * Threat LEVEI 1 Overall Progress 100%
One or more low-severity type vulnerabilities have been discovered by the scanner.
— I , .
Start UBL changed (initial request to http://complusam.com/ was redirected to Oct7, 2023, 10:04:35 AM
https://complusam.com/)
@ Scanning complusam.com using v23.7.230728157 0ct 7,2023, 10:01:35 AM
Antivirus not found Oct 7,2023, 10:01:35 AM
@ Scanning of complusam.com completed Oct 7, 2023, 10:06:02 AM
C | o _I_ Scan Duration Requests Average Response Time Paths Identified
omplexity 4m 265 7,238 4Tms 15
INt ation
g Target Information Latest Alerts (o] (< ]
L] L]
F O | S e p O S I -I-I Ve S Address complusam.com & Cookies with missing, inconsistent or contradictory properties Oct 7,2023, 10:03:02 AM
Server DPS/2.0.0-beta+sha-fo169cc # Cookies without HttpOnly flag se Oct 7,2023, 10:03:02 AM
L k -I: |<' | | d -I- ff Operating System Unknown & clickjacking: X-Frame-Options header Oct 7,2023, 10:03:01 AM
O C O S I e S G Identified Technologies #Permissions-Policy header not implemented Oct 7, 2023, 10:03:01 AM
Responsive Yes &HTTP Strict Transport Security (HSTS) not implemented 0Oct 7,2023, 10:03:01 AM

Discovered Hosts (12)

https://www.complusam.com Create Target
://imgl.wsimg.com Create Target

www.linkedin.com Create Target

omplusam.com Create Target

https://contact.apps-api.instantpage.secureserver.net Create Target
Scan Information Vulnerabilities Site Structure Scan Statistics Events
P E ([
| I : U e I I e f ; Y Filter %
O Severity Vulnerability URL Parameter Status Confidence %

R e d U C e d C O S-I-S O Lﬁ Clickjacking: X-Frame-Options header https://complusam.com/ Open 95
| m p ro Ve d C O m pl iO n C e O Lﬁ E::s;:tsiiith missing, inconsistent or contradictory https://complusarm.com/ open 100
Reduced risk of data breaches and other security .

. . | -|- (H] Lﬁ HTTP Strict Transport Security (HSTS) not implemented https://complusam.com/ Open 95
(]} & Content Security Policy Misconfiguration https://complusam.com/ Open 100
Competitive advantage
g O ﬁ Content Security Policy Misconfiguration https://complusam.com/ Open 100
| | | 1-. ° 1- Informational
| r v | r U C I VI y (]} ﬁ Email addresses https://complusam.com/ Open 95
Informational
(H] & Outdated JavaScript libraries https://complusam.com/ Open 95
Informational
O ﬁ Outdated JavaScript libraries https://complusam.com/ Open 95
Informational
(]} & Permissions-Policy header not implemented https://complusam.com/ Open 95

Informational
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SE CASE : COMPLIANCE

Scan Summary Hosts 1 Vulnerabilities 6 History 1

Scan Details Top 5 Operating Systems Detected During Scan

0 0

CISCOPIX 7.0

Critical Vulnerabilities High Vulnerabilities

0

Medium Vulnerabilities Low Vulnerabilities

Details

Scan Name: complusam
Plugin Set: 202310062224
CVSS_Score: CVSS_V3

Scan Template: Advanced Scan
Scan Start: Today at 10:06 AM
Scan End: Today at 10:14 AM

thentication / Credential Info (Hosts) Scan Durations

0 00:07:54

succee - complusam
< to N Scans

Plugin Families Enablt
Scan Summary Vulnerabilities 6

Filter « Q

Status s
CvVss v VPR ¥ Name .
disabled

Nessus SYN scanner
enabled

Common Platform Enumeration (CPE)
enabled

Device Type
enabled

Nessus Scan Information

OS Identification

Traceroute Information

STATUS PLUGIN FAMILY . LOCKED
ENABLED AIX Local Security Checks
ENABLED Alma Linux Local Security Checks
ENABLED Amazon Linux Local Security Checks
ENABLED Backdoors
ENABLED Brute force attacks
ENABLED CentOS Local Security Checks
ENABLED CGl abuses
ENABLED CGl abuses : XSS
ENABLED Cisco
ENABLED Databases
ENABLED Debian Local Security Checks
ENABLED Default Unix Accounts
ENABLED Denial of Service
ENABLED DNS
ENABLED F5 Networks Local Security Checks
ENABLED Fedora Local Security Checks
ENABLED Firewalls
ENABLED FreeBSD Local Security Checks

ENABLED FTP

00:07:54 00:07:54

Family

Port scanners

General

General

Settings

General

General

TOTAL STATUS
11532 ENABLED
1049 ENABLED
3828 ENABLED
123 ENABLED
25 ENABLED
ENABLED
ENABLED
ENABLED
ENABLED
ENABLED
ENABLED
ENABLED
ENABLED
ENABLED
ENABLED
ENABLED
ENABLED
ENABLED

ENABLED

Configure Audit Trail Launch ¥ Report Export

Count v Scan Details

Policy: Advanced Scan
Status: Completed
Severity Base: CVSSv3.0
Scanner: Local Scanner
Start: Today at 10:06 AM
End: Today at 10:14 AM
Elapsed: 8 minutes

Vulnerabilities
Critical
High
Medium

Low
Info

PLUGIN NAME

A Vulnerability in 10S Firewall Feature Set - Cisco Systems

Access Point Web-browser Interface Vulnerability

Cable Modem Termination System Authentication Bypass - Cisco Systems

Cisco SD-WAN vManage Unauthenticated REST API Access (cisco-sa-vmanage-unauthapi-s...
Cisco 10000 Series Denial of Service Vulnerability (cisco-sa-20110928-¢10k)

Cisco 10000, uBR10012, uBR7200 Series Devices IPC Vulnerability - Cisco Systems

Cisco 12000 Series Router ICMP Unreachable DoS

Cisco 12000 Series Routers Multiple Vulnerabilities (DoS, ACL Bypass)

Cisco 600 Series Router HTTP GET DoS (cisco-sa-20001204-cbos)

Cisco 6000/6500/7600 Crafted Layer 2 Frame Vulnerability - Cisco Systems

Cisco 6400 NRP2 Unauthenticated Telnet Access (CSCdt65960)

Cisco 675 Router Default Unpassworded Account

Cisco 7600 Series Route Switch Processor 720 with 10 Gigabit Ethernet Uplinks Denial of S...
Cisco 9900 Series IP Phone Crafted Header Unregister Vulnerability

Cisco Access Point Software Uncontrolled Resource Consumption (cisco-sa-ap-dos-capwa...

Cisco ACE 4710 Appliance / ACE30 Module Multiple Vulnerabilities (Logjam)

Cisco ACE 4710 Device Manager GUI Remote Command Injection Vulnerability (cisco-sa-2...

Cisco ACE30 and ACE4710 OpenSSL 'ChangeCipherSpec’ MiTM Vulnerability

Cisco ACI Multi-Site CloudSec Encryption Information Disclosure (cisco-sa-aci-cloudsec-en...

v

PLUGIN ID

48962

48993

66

178185

56313

49020

10971

10970

10561

48973

10981

10045

73269

72725

182202

91427

89690

76127

178417

Customer Challenge

Lack of visibility

Manual processes
Integration challenges
Reporting challenges
Keeping up with changes

OIP Group Benefit

Reduced risk of penalties and fines
Improved reputation

Competitive advantage

Improved productivity
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EDGENETIC NATIVE PROTECTION PENETRATION TEST (PEN TEST)

» Security and Risk Management

» Cybersecurity Asset Management
FDGENETIC Native Protection « Cybersecurity Architecture and Engineering

P e n e TrO -‘-i O n Tes-‘- » Secure network Transmission and data

« Communication ldentity and Access Managemen (IAM)

( P e n Tes"-) - Security Data Assessment and Testing

« Backup and Disaster Recovery (BDR)

« Data Security Operation Other

E D G E N E T I C © 2025 GOIP Group. All Rights Reserved. 37
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Penetration Test (Pen Test)

m Secvurity and Risk Management

B Asset Management

B Cybersecurity Architecture and Engineering

B Secure Network Transmission and Data Communication
B [denfify and Access Management (IAM])

B Security Data Assessment and Testing

B BACKUP and DISASTER RECOVERY

B Data Security Operation

B Ofher
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<1> Secuvrity and Risk Management

<1.1> Evaluate and apply security government principles
» Objectives
1. To ensure your policies and procedures keeps your organization up to date with regulations in law and industry best practice (HK/China)

2. Review any other relevant policies, regulations and compliance are mandatory complied (HK/Chinaq)

 Qur team shall

« Cooperate with registered auditor and legal representative to review the contents in each lines with current documents, and ensure that
are satisfied the compliances and regulation in law between Hong Kong and China

* Report the findings and share our recommendations for management review in scheduled meeting
« Add and follow the task with relevant department until completed at the end.
» Schedule the regular meeting with management board if necessarily.
« Other service shall include:
* To compile Personal Protection law and DCMM standard in China, our additional cost may incur :
» Language translation (Chi <> Eng )
 Documents (It has to be notarized or certified and recognized by China Government)
 Shipping
« More communications among different parties

» Searching any specialist fo support any data clarification if necessarily.

Product should meet a certain consumer demand, or it should be so compelling that consumers believe they need if.
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<1> Secuvrity and Risk Management

<1.1.1> Alignment of Alignment of the security function to business strategy, goals, mission and objectives

Our team shall

« Require our Chief Information Security Officer, CISO to ensure the alignment of security functions and business within your spe cific
role in organization,
and effectively to communicate the importance of data security to all level of organization.

* Propose appropriate security measures under budgets while developing new policies, procedures, and guidelines with her concerns.

* Prepare the Questionnaire and interview with relevant people at different level of organization, then collect the data for designing the measures
and guidelines.

<1.1.2> Establish Security control Frameworks

Our team shall
 Establish security control frameworks for managing risk and reducing vulnerabillifies

« Contain a series of documented processes that define policies and procedures around the implementation and ongoing management of
InNformartion security controls.

» Security Control Frameworks consist:
» To define and prioritize the tasks required 1o manage organize security
* To help for preparing compliance and other IT audits, such as ISO 38505, ISO 8000 and DCMM (China) Standard

Product should meet a cerfain consumer demand, or it should be so compelling that consumers believe they need it.
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<1> SECURITY AND RISK MANAGEMENT

<1.2> Determine other compliance and requirements

* Qur team shall

« Summarize and finalize all relevant standard, compliance and regulations in
terms of data security across China and Hong Kong, such as

e <ltem 1.2.1>1SO38505 / ISO 8000 T
e <|ltem 1.2.4> DCMM ( China ) . i | et :

« Our CN Team shall review and verified your supporting — it R, Gl savs
documents through pre-evaluation. if failure, our feam may advise S v = . T |

to alter the document formats and language until it's pass.
« <|tem 1.2.2> Personal Data Privacy (Hong Kong)
e <|tem 1.2.3.1 > Personal Protection Law (China)
» Besides, it might be considered as

 The Guidance on Personal Data Protection in Cross-Boarder Data
Transfer

» The cross-border transfer outside mainland China (data export)

|
d REAl ARL

Foanpmas™ punoiw

« Communicate decision-marker to consider whether these relevant requirement
complionce added into compliance checklist, for example:

« Communication by email / meeting / Interview

 Establish Risk Acceptance and tolerable period of disruption (MTPD)
» Business Impact Assessment

» Specialist information security advice

Product should meet a certain consumer demand, or it should be so compelling that consumers believe they need it.

E D G E N E T I C © 2025 GOIP Group. All Rights Reserved. 4]



<1> SECURITY AND RISK MANAGEMENT

<1.3> Develop, Document and implementation
(Data Security Policy / Standards / Procedures / Guidelines)

In reference by industry standards, security policies and legal principles across Hong Kong and China, we shall
>>> Set out these specific set of principles and process relating to data governance, there are:

« <ltem 1.3.1> Data Management Manuel with frameworks policies and guidelines DATA MANAGEMENT
« Data Policy development Key Principles of Data Management

« Data Ownership

 Metadata Compilation |
« Data Lifecycle Conftrol

Metadata

« Data Quality; and Data Access and Dissemination eftc.
« <ltem 1.3.2> Data Cross Boarder Transfer Management Guideline
« Cross Data Policy development —

Procedure
Cross Data Ownership

Metadata Compilation

Data Quality

Data Lifecycle Control

Data Quality; and Data Access and Dissemination etc.

E D G E N E T I C © 2025 GOIP Group. All Rights Reserved. 47



<1> SECURITY AND RISK MANAGEMENT (G

<1.4> Boost Security Awareness
( Training / Model Appropriate Behavior/ POP-UP Alerts tool etc.)

e Our team shall

3 Pogios . _

GDPR: THE DATA PROTE

_TION OFFIC
e «<|tem 1.4.1> Present latest Data threat protection technique with legal
awareness in fraining, including
* Training material and certified tutor
UM IC ALTTHORITY * Invite speakers to presentation

Frocessing of personal data done by pubiic * ACﬂViﬂeS
authority, except for courts or independent judicial | GDPRIPRIVACY EXPERT * Assist to set up the POP-UP awareness tool for reminder in Help desk

INSIA SO SCWAS M S it Copmcey EMPLOYEE/EXTERNAL « Remarks : the cost is considered the number of employee
: MONITOR COMPLIANCE . . . .
| ASSIST WITH GDPR engagement; the minimum Charge is $300K (HK$)

| INDEPENDENT
LARGE SCALE REGULAR MONITORING REPORT TO MGMT

Processing by a controlier whose core activities consist SPOC/REGISTERED  <|tem 1.4.2> Understanding requirement for investigations either by legal

|
of procassing operabons that require regular and
A R A R P LR 5 n SECRECY
l
\

DPO: mandatary in 3 cases

5)“5..0:‘7‘,“3".'-: (nlong'.y.ng .:.‘ "hc‘ dala S’.J:‘,(‘C‘.S on a :3.";{' CO“F'DEN“AUTY OUTh OriTieS Or AUdiforS

ey * Providing fraining material
PSR R R T Invite gpes’r Tu’ro.r . legal practitioner / the Specialist of data security/
Core activities of the confrolier or the processor consist ' & OCCI'edITed CIUdITOI’
of processing on 3 large scale of special calegones of < Rt o |nvi-|-e Spedkers TO presenTGﬂOH

personal data and data relabing to crimenal conwchons

and offences « Set-up and plan education activities after fraining
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Penetration Test (Pen Test)

B Security and Risk Management

m Asset Management

B Cybersecurity Architecture and Engineering

B Secure Network Transmission and Data Communication
B [denfify and Access Management (IAM])

B Security Data Assessment and Testing

B BACKUP and DISASTER RECOVERY

B Data Security Operation

B Ofher
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<2> ASSET MANAGEMENT

* Our team shali
« <[tem 2.1 > Collecting, Idenfify and classifty data information, scan and categorize assets in inventory automatically.
* Require Data Inspection team to use the tools for data scanning and integration during office hour.

« Use "source scanning “ tool to collect data information from different sources and creating a single, unique, dataset for
visualization and analysis.

» Using a platform that automatedly infegrate and optimize these data in storage.

« Remarks : The cost is subjected to the total number of IP or device at the end points, then will choose the greater number in
total.

« <[tem 2.2 > provide * Manage Data Life Cycle (DLM) Guidelines”
* Review the result from the summary of compliaonce and business continuity
« Set-up the policy-based approach to oversee the flow of data information from data entry to data destruction.

» Allocating experienced people to coordinate the tasks and communications among parties in organization.

Product should meet a certain consumer demand, or it should be so compelling that consumers believe they need it.

E D G E N E T I C © 2025 GOIP Group. All Rights Reserved.
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<2> ASSET MANAGEMENT
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 Qur team shall

« <[tem 2.3 > Data Assessment : the states of data / Scoping and

tailoring / standard selection Flleret | Finding
. . R17 Thg indicator was nlot correctly stateq
* Objectives: Managed all technology assets from purchase through | e e oo iote aota (e

loaded onto SPOCC) and data relating
to the wrong time period (ie 2006/07).

disposition, both physical and virfual, to ensure secured use, regardless
of the asset’s location.

Average relet times

R18 The original data provided for this
EX.66 indicator related to the wrong period

« Completeness check

K.8.PS | and was therefore incorrect.
.. o . . R19 In_asample of 20 cases testedlthe
« Our audit identified an error in the calculation of the Pl o | saaea " cates were incorectn al

16 cases had the date the keys were
handed in, instead of the day following
per the HIP indicator instructions.

4 cases where the tenant had given
notice to quit and the final day of the
notice was used as the void start date
instead of the day following receipt of
the keys from the tenant.

R20 The Council used the incorrect end of

EX77 void date in cases where the tenant

K.8.PS | collected the keys after the tenancy
date.

re’'Percentage of planned of responsive repairs’”. Void repairs
were treated as planned but they should responsive. The Pl was
recalculated and was then assessed as being fairly stated

« Data quality spot checks

« carried out an in-depth review, using a series of audit tests, of @
sample of Pls to determine whether arrangements 1o secure
data quality are delivering accurate, timely and accessible
information

Recommendation

Recalculate indicator based
on complete data and correct
time period. Also, put in place
procedures to ensure that all
returns are loaded to SPOCC
and the associated data
included in the calculated PI.

Revised indicator to be
submitted using the correct
time period.

The correct void start date
should be used.

The errors noted had a non
material effect on the Pl
which was reported as fairly
stated.

The correct end date must be
used. ie the date the tenant
collected the keys if it is later
than the tenancy date.

The errors noted had a non
material effect on the Pl
which was reported as fairly
stated.

Priority

High

High

High

High

Target
date

2006/07

Response

Revised report provided
12 October 2006, giving
indicator of 66.85 per cent.

Revised data provided. 2005/06

Pl amended to 45.87.

Our practices reflected new
BVPI 212 (effective from
2006/07) in taking the void as
end of tenancy. By using day
key received which was
routinely Monday, for the
tenancy ending at midnight on
Sunday we showed more
accurately the time keys with
us and available even if this
meant additional void days.

Agreed 2006/07

Guidelines were issued during
the period to advise that keys
should not be issued later than
start of tenancy, except in
exceptional cases, at the
request of the incoming tenant.
These cases were very rare
and guidance will be reissued
to reiterate.

Responsible
Officer

Tracey
Chapman,
Supporting
People
Co-ordinator

Clare Dowds,
Letting Manager

Clare Dowds,
Letting Manager

Clare Dowds,
Letting Manager
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N Q'.'
<2> ASSET MANAGEMENT \&2
« Our team shall
« <[tem 2.3 > Data Assessment : the states of data / Scoping and
tailloring / standard selection
File ref = Finding Recommendation Priority Response Target Responsible
. . date Officer
° O bJ e C Tl Ve S : MO n O g e d O | | Te C h n Ol O gy O SS eTS frO m p U rC h OS e Th rO U g h R17 The indicator was not correctly stated Recalculate indicator based High Revised report provided 2006/07 Tracey
EX.82 as it was based on incomplete data (ie = on complete data and correct 12 October 2006, giving Chapman,
. oy e . . K.7.PS some quarterly returns were not time period. Also, put in place indicator of 66.85 per cent. Supporting
disposition, both physical and virtual, to ensure secured use, regardless loaded onto SPOCC) and data relating | procedures to snsure that al People
to the wrong time period (ie 2006/07). returns are loaded to SPOCC Co-ordinator
) . and the associated data
Of 'I'he AasSSs e'l' S IOC d 'I'| on. included in the calculated PI.
Average relet times
R18 The original data provided for this Revised indicator to be High Revised data provided. 2005/06 Clare Dowds,
i C O m p | e Te n eSS C h e C k EX.66 indicator related to the wrong period submitted using the correct Pl amended to 45.87. Letting Manager
K.8.PS and was therefore incorrect. time period.
e . . e . . R19 In a sample of 20 cases tested the The correct void start date High Our practices reflected new Clare Dowds,
° EX.76 void start dates were incorrect in all should be used. BVPI 212 (effective from Letting Manager
Our audit identified an error in the calculation of the Pl EX76 | void shoudboused. BVPI 212 (effecive fom
. " 16 cases had the date the keys were material effect on the PI end of tenancy. By using day
1 1 1 1 handed in, instead of the day following = which was reported as fairly key received which was
re’"Percenta ge of p|CI nned of responsive repdairs . Void re PAIrs e the HIP indioator instrustions. ctated routinely Monday, for the
4 cases where the tenant had given 'Esenagcy endirrlg at (rjnidnight on
1 tice t it and the final d f th unday we showed more
Were TreOTed OS pl(]nned bUT They ShOUld reSpOHSIVe. The Pl WOS zgt:i\,ﬁaiuﬂ,sig asfh;n\?oidassﬁ[:,—[d:te accurately the time keys with
instead of the day following receipt of us and ac;fc?”ablel evec? ciif this
H H the keys from the tenant. meant additional void days.
rec O |C U | O -I-e d O n d WO S Th e n Ossesse d O S be I n g fO Irly STO Te d R20 The Council used the incorrect end of | The correct end date must be | High Agreed 2006/07 Clare Dowds,
EX.77 void date in cases where the tenant used. ie the date the tenant Guidelines were issued during Letting Manager
K.8.PS collected the keys after the tenancy collected the keys if it is later the period to advise that keys

« Data quality spot checks

« carried out an in-depth review, using a series of audit fests, of a
sample of Pls fo determine whether arrangements o secure
data quality are delivering accurate, timely and accessible
information

date.

than the tenancy date.

The errors noted had a non
material effect on the PI
which was reported as fairly
stated.

should not be issued later than
start of tenancy, except in
exceptional cases, at the
request of the incoming tenant.
These cases were very rare
and guidance will be reissued
to reiterate.
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<2> ASSET MANAGEMENT &GO

* Privacy by Design Certification

¢ Privacy Internal Audits & Assurance

¢ CASL Compliance Assessments

¢ Data Discovery and Data Flow Mapping

L. Privacy Controls Mapping : () Our 'I'eOm ShO”
<ltem 2.4 >
S At P  Cross-border Privacy | Design and Establish Data Protection methods
nitori Complian . P .
D b o Posk itk Bveidh (eg. Data Loss Prevention, DLP, Digital Rights Managment (DRM)
st s i) and Identity and Asset Management ( IAM) Completeness check
* Privacy Regulatory Affairs
* Privacy Staff Augmentation
.

. Our planis referred by “DPP work cycle” as shown on
picture.

il. Remarks: The cost is subjected to the number of IP, the
scale of data size with minimum charges 200K (HK$) and
3 the level of data protection

* Privacy Strayegy & Program Design
* GLBA Risk Assessment Frameworks
* Breach Response & Handling
* Consent Frameworks
» Privacy & CASL Training
* BYOD Policies

¢ CPO Training
-

r
* Data Leakage Prevention

* Data De-identification
* Privacy Programs & Frameworks
* Privacy Remediation
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% GOIP

Penetration Test (Pen Test)

B Security and Risk Management

B Asset Management

m Cybersecurity Architecture and Engineering
B Secure Network Transmission and Data Communication
B [denfify and Access Management (IAM])

B Security Data Assessment and Testing

B BACKUP and DISASTER RECOVERY

B Data Security Operation
B Ofher
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<3> CYBERSECURITY ARCHITECTURE AND ENGINEERING s

e Qur team shall

<ltem 3.2 > Assess and mitigate the internal vulnerabilities of security architectures, designs and solutions elements
(Our assessment covered the device and system, such as Client-base systems / server-based systems / Satabase systems / Industrial Confrol Systems or Internet of Things, |IOT etc. )

« By satisfying the data protection policies in China and Hong Kong, we choose CN government recognized platform so called “EHHE ="
and “Acunetix” for assistance.

« Require one CN and HK team to conduct this infernal vulnerabilities assessment on site and consolidate two different results into one,
also share our comments for improvement accordingly.

AR ARSI AER
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<3> CYBERSECURITY ARCHITECTURE AND ENGINEERING

@GOIP

 Qur team shall

Dota Procesang

Cuta AQpregaton

Developemert

- Nogort®es Ltrary

© 0 ~ P&
’ Awyrtan “.«;:"‘ Auttetcnton Ml‘l“,” A
By Onte . :::"- Pt Stanrh s At
; Operation Controt Pattorm Maragerrert
Commumication Virtasioston
Edge AN Marage ~ere
Server ACCESS Autheraanon
. . Wt St Codommd ey
(.‘-\ Managa et
Edgo \“ ) : Caumement Roghty ation e A
Layer et Corwrmari shron G
E RS
Gm : ACCows AhOnaton Qs Poegrin marg
Wt Nermons
' . Atheia Nt
Networking
e : Ay e
Edge Devow Acess
Controlier L Wy ategy trforveerd
et | S e
bY - - med
Laye _—
loT Devices

IO B~ - &+

<ltem 3.2 > Design site and Facility security controls eg. data evidence storage

* Design and plan the facility security control in view of data protection
requirement, including access control, CCTV and Video Surveillance and
Security integration and Growth Monitoring

* Require certifled expertise to conduct site survey whether has any potential
impacts on data storage and the result would be showed on the site
inspection report.

=DG=N=TIC
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<3> CYBERSECURITY ARCHITECTURE AND ENGINEERING L

e Qur team shall

<ltem 3.2 > Assess and mitigate the internal vulnerabilities of security architectures, designs and solutions elements
(Our assessment covered the device and system, such as Client-base systems / server-based systems / Satabase systems / Industrial Control Systems or Internet of Things, 10T etc. )

* By satisfying the data protection policies in China and Hong Kong, we choose CN government recognized platform so called “EHHERE" and
YAcunetix” for assistance.

 Require one CN and HK team to conduct this internal vulnerabilities assessment on site and consolidate two different results into one, also share our
comments for improvement accordingly.

AMMAENRAELANERIAER
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% GOIP

Penetration Test (Pen Test)

B Security and Risk Management
B Asset Management

B Cybersecurity Architecture and Engineering

m Secure Network Transmission and Data Communication

B [dentify and Access Management (IAM)
B Security Data Assessment and Testing

B BACKUP and DISASTER RECOVERY

B Data Security Operation
B Ofher
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<4> SECURE NETWORK TRANSMISSION AND DATA COMMUNICATION

e Qur team shall

<ltem 4. 1> Check the network protocols, patching, systems and hardware, which are sufficient to guard your data transmission in the current physical
network.

* Require the experienced network field engineer to perform the on-site inspection.

« Remarks : This service is covered the range of data originated hosting location only, otherwise, the cost shall be subjected to change by the total
number of IP and devices.

OSI Model Layers Protocols
Multiple Network Security Perimeters
Application
| i T \: Presentation | SMTP, FTP, DNS, WWW, HTTP, TELNET || Application Layer
| ',"...'.:.-;.-" / - o o e sers’ subnetwo ———
| \euwr/ | ¢ -
= . Session
: B b |
| Web server | I I
SR )
i E : ; Transport TCP, UDP Transport Layer
EEaEE I '
) T = e | |
BT - |
- Network
Outer firewall Inner firewall : : ar HEP, EAR.F. IP_, IEMP NEtwnrk Lnlller
Internet i : | : | Internet
| = : B
! E | &= | Datalink Layer 6 ) deri
: P I | Spedific to the underlying Interface Layer
L e B B i e S R R R A ! _ media at hardware level,
Physical Layer
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% GOIP

Penetration Test (Pen Test)

B Security and Risk Management
B Asset Management
B Cybersecurity Architecture and Engineering

B Secure Network Transmission and Data Communication

m I[dentify and Access Management (IAM)

B Security Data Assessment and Testing
B BACKUP and DISASTER RECOVERY

B Data Security Operation
B Ofher

— D G — N - T I C © 2025 GOIP Group. All Rights Reserved. 55



<5> IDENTIFY AND ACCESS MANAGEMENT (IAM)

e Qur team shall

« <ltem 5.1> To plan the management of authorization mechanism

« Required security feam to design and communicate our mechanism with specific team, then provide the plan how to perform the authorization in

working progress.

» <[tem 5.2> To implement the authentication system

» To adopt the well-known platform of “ManagedEngine”. It enables to centralize your user access from multiplied platform into one.

* Required the data security feam and system engineer to migrate the data from initial fo the new platform, set-up the new policies and rules in configuration, or

build-up the network connection etc.

» The cost is changed subject to the number of users, hardware and circuit as required.

ADAudit Plus
(= § LOgoNn Audit - AD Changes = PO Changes Compliance « Favourite Reports « F’a!Amlyli{s Fa Custom Reports

Active Directory Azure AD User Logon Activity g
aaaaaa gon Reports -
F o _)\“ o
Logon Fallures
Logo R Tl et s
Ba 35S
Fasture 38.91 K

on Activity CLIENT IP CLIENT HOST TIME EVENT

AD3S0DEMO AD3ISODEMO admandemo.admanagerplus com A

ey
] Admin Guide . Need Features Report an Issue User Forums % Toll free : +1-844-245-1104 % Dwrect Phone : +1-406-916-9890

USER NAME ADDRESS NAME DOMAIN CONTROLLER - @ TYPE REMARKS DOMAIN LOGON SERVICE o

Users

o\
Ad

Employees

i >

Contractors

Customers

W

Partners

Access

Management

Authentication

Authorization

Access Policies

Single Sign-on

Federated
Identites

Entitlement
Management

=

=

Applications

Physical Assets

Platforms

Data Sources

Identity

Resources Management ID Sources

Credential
Management
Self-Service

Profile
Management

Human
Resources

H Enrollment * Chééj

Workflow
Provisioning Contractors
Policies
Role
Management
Delegated Partners
Administration
Application [ @
Integration
Reconciliation Customers
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<6> SECURITY DATA ASSESSMENT AND TESTING

Supply Chain Vulnerability ‘

SC Complexity
p.5101

T

I

Crrganizational Complexity
02063

T

. . Procposs Proaduct
Mo of NHodes Mode Criticality
0.1666 0.8333 E““‘E_L"""i'l'-" E’”“‘ﬂ"“"’
= Mg, of Nodas in = Locatian of
. Mo, of Parial
EHHIE i hawin Eum"“ # Proce=ss '-_-l"|-'-|ﬂ . Ezmﬂ mEnks
R . time {0.3202) |6.1226)
= Na, af = Sale Supglier .
Atterriate (0.089) “owmare | | Cammonality
Suppliars [OUS5T1) [OL5571)
(0.2737) = Cancamiration
« Total ;fumm- s oy =N of
Etatribation “h— making evals. 5 shasse mbies)
oy . {0.1226) Modulas
Capscily w Crilicsl Part i8.3203)
fwailable Supplier
P0.0BES) pO.5ATT)

|

SC Relationship
0.1334

T

Information Management
0.0700

T

Type of Oegres of
Relationship Aligrirment
01686 L.BE3Z3
= Py @l = Buiyar S ppliser
Collsboratnes Performance
Felationship= Mg rimesn
(0. 793} |G 2843
# Mo of # Buyer Supplier
Tramsactiomal Ineco mives
Relationship Aligrimeent
0. 1TE&T) (G618
= Mo, af Nodes « Buyor Supplisr
Waith Iireei i | e
dopandancias Al rarrisin g
i'0.081E) | O8E4d]

<ltem 6.1> Design and validate Supply Chain Vulnerability assessment, test and audit strategies

(Focused on data communication with third parties of channels, suppliers and vendors etfc.)

Validate and improve security tool detection and response capabilities

Imfoirrmeatiom Control/Early
Visilbdlity Warning Sysbem
0.B333 0.1866
= Lisa of ERF, = Lisa af 5C
EDH {0.2961) Daahvbanros
(0.2354}
= Uss of GPE,
RFID {0.3100) = Early Warming
Sy=iems
= Sharing of (0.63E2)
Inreand Gry dais
(EDSVE) = Lise of Risk
funatybos!
= Sharing of Pan asggarmaril
Demand daia oo A3TE)
(G 342F)

with IT and then frack, monitor, and assure that security gaps are being closed

to conduct this assessment together.

Prioritize efforts by correlating attacks to the findings of vulnerability management systems, Streamline security task management
Required dedicated China and Hong Kong Security team with professional security specialists cooperated with our networking tfeam

Remarks : The costis changed subjected to the number of nodes and the network complexity of DMZ (Demilitarized Zone)
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<6> SECURITY DATA ASSESSMENT AND TESTING

<ltem 6.2> Data Track Safety (DTS) Assessment

It required data protection specialist, back-end and front-end engineers are
accountable for the technical decision on the data tracking requirements

It required another three main functions that are involved throughout this process,
namely,

* Product Manager, Data Analyst, Software Engineer

The relevant work is shown on the right of workflow

The cost is considered by data hosting af the place of local network only.

*Step #1

E . Product User .| Product Tracker | Product _to Ilnk'ﬁcker
HEIEF Flow Journey "| Requirement | ¥ requirement o
E sl relevant board
(=1
[=]
2 M
g |
]
O ¥
3
o Data Tracker ) .
= IE_.,% Requirement Detailing » Nﬂﬂr
& Review )
S
=
=
o
Step1
— }H B
=
E
& Mo
z
8 lllllllllllll Step 3
e % ‘Blign with ™, Yesa -
=2 Engineering Tracker data? . >
E’ Assessment & Review
L
And
S0A Align with tracker
reguirement
>
[ 5]
Step #2
............................................
N L]
Step #3 :
é . Product Checklist '
£ ; Approved :
. [ ’
8 p :
§|o : :
E s :
=R .
2 s .
Q : :
2 -
22 . ¥ '
E g : Develop Track ;
T evelop Tracker .
£ 7 P < :
= . .
W - Mo .
Stap 2 ‘ Tracker Release ——b.
¥ .
Yes . .
<
3 Testing Tracker Pass testing? Fill Tracker
0 Requirement
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6> SECURITY DATA ASSESSMENT AND TESTING @& GOIP

<[tem 6.3> Vulnerabillity Assessment (External and Internal )

Required dedicated security specialist to conduct the assessment until completion.

Using CN platform for scanning with license of “EfBHERE" ,"Acunextix” and even " Nexus” for assistance .

Required our general assistants to consolidate the results from above platforms and lately revert to specialist’s review and analysis.
If there is internal vulnerability Assessment, our engineer should conduct the site visit and perform the on-site assessment respectively
If fail, we should suspend the test on another working days e,g.t Infernet disconnection

Remarks : The costis changed by the number of IP and nodes in DMZ, the minimum charge is 150K (HK$)

quil afar _— ek
B A pen———
g =
Corporate Network
0 ek e = N Internal
B e P _ . . . Scan
o= - L
T dwrm == = == - -
B el s o - - .
n . - . —
B - M L :
" i [ |
— - . . . , : : Flrewall Firewall
== - - ’ - "
— - e e t— . Workstation
= - B e £ . NG 5 [ TR _— E:lﬂ.r"al
EE a1 cie sy T iad B B o e ' EI:EI.H
e — . -
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<6> SECURITY DATA ASSESSMENT AND TESTING

@®GOIP

<ltem 6.4> Manual Peneftration Testing

Physical Penetratfion Test ( two Common Attack Vectors)
« Social Engineering —is the art of manipulating people so they give up confidential
informartion
* Bypassing Security Cameras — can allow unauthorized physical access 1o sensitive
areqs
« Network Peneftration Test ( two Common Attack Vectors)
* Phishing
« A Distributed Denial Of Service Attack (DDQOS)
* A Man-in-the —Middle Attack (MitM)
* Mainly focused on manual P-test and consider automated platform liked " Acunetix
“or YPentera” for assistance if necessarily.
« To conduct this manual P-Test by our team, including Social Engineer, security data
specialist, Red and Blue team eftc.
« Remarks : The costis changed by the number of IP and nodes in DMZ, the minimum
charge is 150K (HK$)

WHAT ISA
PENETRATION TEST?

» Anauthoriped attackon a
~ computer System, network,

or application to identify S OTanon £
security vuinerabilities bad ‘
actors might explot. rostemonnoy |
| ooy
Types of Penetration Tests Why Conduct a Penetration Test"
Evalsate
co'nduxz wrh eflectivensss of
mhefa:ﬁ‘-es polioes cdefenses
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<6> SECURITY DATA ASSESSMENT AND TESTING

<ltem 6.5> Log Reviews / Synthetic fransactions / Code review
and testing

« Our engineer is required to be manually reviewing logs or setting
up log analysis tool/filter i.e. splunk

« Required Information security team and networking team to
check and review the logs and even conduct the testing on site
location:s.

« Using the automated platform with licensed in ManageEngine

for assistance

PC1 DSS on 2014-08-22 17:23

This assessment is based on the PO Data Security Standard, Verson 3.0, and covers a3l control items that address
Firewall poiicy isswes, FOr more informanton, please wsit hips. / 'www. pCisecuntystandards.ong

Failed Count 5

1.1.5 D Insecure Services
1.2.) b Expikit Deny ruse

nder threat 1.3.3 Allow DireQt routes between WAN and CDE
1.3.8 ¥ masquerading

2.3 Encrynt Administrative Access

5 . | A
rFolo v W N _
. — orrg —T
Paodro- ey I -

Compiianto by NERC CIP Standiard

Complance by NS Standaed

A W S C A
SO b oow ] 4 (P &0
g = Fortgete! "
cArD 4N &0
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<6> SECURITY DATA ASSESSMENT AND TESTING s

<Item 6.6> Misuse case testing

A process used by software testers as “ EiHH £ =" and “Acunetix” to evaluate the
vulnerability of their software to known risks. Testers first enumerate the known misuse
cases and then attempt to exploit those use case with manual and/ or automated
attack techniques.

* It required Security engineer to simulate the misuse cases for attack and the blue
team should be stand-by for recovery if any sudden occurs.

e ¢ A ' ATTECK ISR
| ) ) WEEEL

| @ @ ; ~ !
2l § rwi .‘ » 0-.«0-_ - ._--b.» - 0‘
FRE TR ‘ S S + R (ARG ’ P

MEIP, BE. BEWTIP.
ol o~ ) WHEMDS, Wi cac.

EHENIP, BWEIP |
i v

Product should meet a certain consumer demand, or it should be so compelling that consumers believe they need it.
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<6> SECURITY DATA ASSESSMENT AND TESTING

<|ltem 6.7> Breach Attack Simulation Entorprise

A process used by software testers as “ EiHHZE " and “Acunetix” to
evaluate the vulnerabllity of their software to known risks. Testers first
enumerate the known misuse cases and then attempt to exploit

those use case with manual and/ or automated attack techniques.

* |t required Security engineer to simulate the misuse cases for

attack and the blue team should be stand-by for recovery if any
sudden occurs.

« Networking team should provide the back-up plan and reduce
the iImpact on network from our breach attack simulation.
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<6> SECURITY DATA ASSESSMENT AND TESTING

<ltem 6.8> Compliance Checks

« A process used Required dedicated security specialist and networking
team to conduct the assessment until completion.

« Using CN platform for assessment which are so called “EfEHE
=", "Acunextix” and even “ Nexus” for assistance .

2 Acunetix

Explanation

14°| 32 |=-=

Identified Vulnerabilities Confirmed Vulnerabilities

-
-
- r =

Toral Lo TOTAL )

Product should meet a certain consumer demand, or it
should be so compelling that consumers believe they need if.
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% GOIP

Penetration Test (Pen Test)

B Security and Risk Management

B Asset Management

B Cybersecurity Architecture and Engineering

B Secure network Transmission and data Communication
B [denfify and Access Management (IAM)

B Security Data Assessment and Testing

m BACKUP and DISASTER RECOVERY

B Data Security Operation

B Ofher
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<7> Backup and disaster recovery(BDR)

<[tem 7.1> Backup Verification Data Guidelines

Under the standard of National Institute of standards and Technology, NIST

« Required experienced data specialist setup the scope of the back-up plan
and disaster recovery guideline, and establish the procedure to verify that
each daily backup is completed

« To provide the training for primary staff on the procedure and
train secondary staff in case of absence or furnover so that it can avoid any
knowledge gap

« Our team will constantly test backups, verify the procedures are working as
planned and ensure that employees are adequately tfrained

Response

Mitigation

Redundancy

Recovery

Monitoring
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<7> Backup and disaster recovery(BDR)

<[tem 7.1 > Essential Elements of Disaster Recovery Plan

Recovery Point
Objectives (RPO)

)

An estimate of the
quantity of data

that may be lost during
the recovery process.

The timing of data

backups is adjusted 1o

conftrol this

>

Recovery Time
Objectives (RTO)

Estimate of just how
long it will take for
normal operations to
resume after a

catastrophic incident.

Faster RTOs usually
need more resources
than slower ones

)

Remote

Data Backups

Building a secondary
offsite backup of
your most sensitive
data is an essenfial
component of any
disaster

recovery strategy

=

Accountability
Chart

Accountability chart
with defined roles
and duties makes it
simpler to follow and
execute a plan swiftly
and consistently

Disaster
Recovery Team

)

Group of professionals
will be in charge of
developing,
executing, and
managing the disaster
recovery plan and this
plan should specify the
roles, and duties of
each

team member

>

=

DR

Plan Testing

DR plans frequently
include testing to
guarantee that RTOs
and RPOs can be
fulfilled in the event
of a natural disaster
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<7> BACKUP AND DISASTER RECOVERY(BDR) @& GOIP

<[tem 7.2> Analyze test result and generate report
( Including Remediation / Exception handling / Ethical disclosure)

Analysis of the Security Assessment Data

Required Information security tfeam and security specialist to review and analyse the result, then
subsequently conclude and appear their insights, remediation, exception handling and ethical
INn the comprehensive backup and disaster recovery report

Consider what information provided to you is incomplete or might be a lie or half-truth.

Look for patterns by grouping your initial findings by the affected resources, risk,
Issue category, efc.

ldentify for trends that highlight the existence of underlying problems

that affect security. 5 Reasons You Need a Backup
and Disaster Recovery Partner

If examining scanner output, consider exploring the data using spreadsheets and
pivot tables.

Fill in The gaps in your understanding with follow-up scans,
documentation requests, and inferviews.

Involve colleagues in your analysis to obtain other people's perspectives on
the data and conclusions.
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<8> DATA SECURITY OPERATION

'

<|[tem 8.1>

Increase Data Security Awareness and Company with investigat
lons, there are:

*6Hrs x Training course and activities

‘Invite 1 or 2 legal security practitioner and auditor for the presentat
lon of how to handle the case relafing security operation under inv
estigation.
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<8> DATA SECURITY OPERATION @ GOoIP

<[tem 8.2> Review Logging and monitoring activities, the cost is changed subjected to the scope of work, we shall provide

« <Itfem 8.2.1 > Infrusion Detection Systems (IDS) and Infrusion Prevention System (IPS)

» These two platforms are primarily focused on idenftifying possible incidents, logging information and reporting, and analyses
network fraffic content to network traffic for patterns and recognize malicious aftfack patterns.

* The cost included 2x installation of hardware and software with licenses, 2 x suggested basic hardware and 20 user accounts only.
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<8> DATA SECURITY OPERATION

<[fem 8.2>
Review Logging and monitoring activities, the cost is changed subjected 1o the
scope of work, we shall provide

<ltem 8.2.2 > Security Information and Event Management, regular event notification and monitoring,
log management and threat intelligence, we will

Dedicated our security specialist to design, plan and review the process for achieving your business
goals into SIEM, Provide 50x User accounts for the platform ManageEngine

To streamline our service of security operation center, SOC in China, we can help to monitor network
traffic and to push nofification to dedicated person if any occurs for a year.

<ltem 8.2.2 > User and Entity Behavior Analytics (UEBA)

SOC analyst Tier 2 InCder? handier

247 operdiions

=DG=N=TIC
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<8> Data Security Operation

<[tem 8.2>
Review Logging and monitoring activities, the cost is changed subjected to the
scope of work, we shall provide

Cuther | Risky
Bahavior Derection

Security Data/ intel

* <|tem 8.2.3 > User and Entity Behavior Analyfics (UEBA) T
. . ] . . . Application Audit Logs
« Dedicated security coordinator conducted the questionnaire across all level users ir
department ool o ,
©

Prescriptive
Actions to Prevent
Mahcous Behaveor

 Our security specialist should analysis and summarize the result of questionnaire and D nn
correlating with the possible events incidents by people, since then will provide the =
: : . L Open Choice
conclusion of how to prevent data disaster by malicious behavior in future. iy
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<8> Data Security Operation

<ltem 8.3.1>
To operate the detective and preventative measurement

<ltem 8.3.2 >
The implementation of Intrusion detection system and Infrusion Prevention System

<[tem 8.4>
To evaluate the third-party security service whether be appropriated 1o business

Referred by <ltem 8.3.1> <ltem 8.3.2 > and <ltem 8.4>,
If the implementation should be worked and processed outside of Hong Kong, we may consider:

« To refer by the cross-border data fransfers from the transfer mechanisms requirements set out
in Article 38

* Training : Mandarin Speaking
« OQur Support and delivery

 Hardware and software, network design and the cross boarder of internet connection etc.
* Others

Remarks : The price is varied and considered by the scope of work and the location in China

=DG=N=TIC
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@GOIP

<8> Data Security Operation

<ltem 8.4.> The implementation of Backup and disaster recovery (BDR)

*Qur security and networking team will support your specific feam to work together regarding the implementation
of backup and disaster recovery as scheduled.

*Qur security and networking team will review and check the result after complefion.

/f any occurs, we may seek the professional data specialist for further assistance.

SOCKuUp ond Disasler Recoveary
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<8> DATA SECURITY OPERATION @& GOIIP

<ltem 8.4.1> Increased the awareness of Personal Data Safety and protection and
<ltem 8.4.2> Emergency Back-up and recovery management

» Our security team prepare and share relevant material to everyone HIPAA Disaster Recovery Plan Requirements

 To invite the speaker to present about the importance of personal data safety and protection

« Organizing some activities to increase their personal data awareness e
disaster
Recovery Plan

Application &
Data Criticality
Analysi

* In terms of emergency Back-up and recovery management, we may

: : - . (Addressabie)
* Design the plan with specific team and decision-maker under the budgets concerns.

» Process and review the procedure where can facilitate a rapid and successful restoration of @
operation if any occurs

« Conduct the testing and revision procedure

« Conclude our insights and remediation into the guidelines of emergency back-up and recovery

E D G E N E T I C © 2025 GOIP Group. All Rights Reserved. /5



<8> DATA SECURITY OPERATION

®GOIP

< l[tem 8.4.3> Data Security Emergency and Recovery Training and Awareness

« Qur security team prepare and share relevant material to everyone

» To invite the speaker to present about the importance of personal data safety and protection

« Organizing some activities to increase their personal data awareness
» Setup the high-alert nofification in help-desk

Howiongﬁwmscan M«molossoltl{omncﬂon

Rocovery Point Objective (RPO) . )
“o:m data loss can Recovery Time Objective (RTO)

be tolerated Target time for recovery

STAGE STAGE 2
Business As Usual (BAU) Disaster

Wit time

(M

Work Time Reo _
Maximam tme to verify
systom / data Integrity
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<9> others B
<Iltem 9.1> Providing legal Security consulting service IT Services and Cybersecurity for
In Hong Kong and China Law Firms and Legal Services

* To provide one year subscription plan of legal security consulting service

( basic [ standard and premium)

: : : L , SECURE EFFICIENT ACCESSIBILITY
« To provide the legal advice with the communication by telephone, email or face

to face.

« To explore any possible data breach the contract, industry practice or regulations. CYBE RSEC U RITY IN CHINA

 To review any data whether satisfy the requirement of regulation and compliance.

 Not included:

* To give the legal advice once you are being a

DATA SECURITY LAW CHINA

- To provide cyber security law training for your employee Implicatiogs and Solutions for Foreign Companies

high target for cyber attacks if necessary
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<9> others S

< ltem 9.2 > Providing Data Protection Insurance ( Standard or Tailored solutions )

Standard version
- First Party Cyber liability statistics to know in 2020

zon's 2020 Data Breach investigation Report
Of Dreaches of Droaches

* Incident Response — from an actual or suspected AREIONIY 10 o8
cyber event — often nil deductible

» Business Interruption — loss of net profit and continuing operating expenses

 Data and System Recovery — increased cost of work, data recovery costs,
addifional business interruption mitigation

Vel :_",""*_"-"_:’;_"" o y welre Co p‘,l’,'l.: VY ny " 4"_'_: >0 'l;

ol

» Cyber Extortion — exftortion payments and negoftiation

xXiomal §ClOrs errors ISINGSS VICTIMS
 Privacy and Network Security Liability— liability following data breach or ( C C
of victims of breaches of breaches of breaches

* Third Party

fallure of network security:

have had parsona
redentials
. )

« PCI| DSS contractual fines and penalties

e Consumer redress fund

« Regulatory fines and penalties (where legally insurable) — GDPR

* Media Liability — liabllity following defamation or infringement online

=DG=N=TIC



PEN TEST KEY CAPABILITIES

@GOIP

Comprehensive
Security Testing

Conduct thorough simulated hacker
attacks to identfify flaws and
vulnerabilities in the information system

Legal and Compliant
Operations

Meet the requirements of cybersecurity
regulations and laws, such as information
security level protection and the cybersecurity
law, through penetration testing services.

Enhanced Security
Capabilities

Utillize the penetration testing report for
training and educating personnel,

providing detailed procedures and
repair recommendations.

Reduce the risk of
data breaches

Penefration tests can help organizations to
reduce the risk of data breaches by identifying
and remediating vulnerabillities that could be
exploited by attackers.

=DG=N=TIC
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@GOIP

PEN TEST FLOWCHAT

(o @ @ =

o

Informartion Solution Authorization Penetration

Research Development Letter Testing
' ) ' Implementations

SN ¥ Q QO

Overall Security Submission of Remediation Retesting after
Analysis Reports Communication Remediation
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@GOoIP
&, +852 2138 9388 @ @ @

Unit 03-06 27/F Metropolis Tower,
6-10 Metropolis Drive, Hung Hom

Qy +60 3 2700 7929

M info@goipgroup.com

VO6-06-06, Signature Office 2, HONG KONG
Lingkaran SV, Sunway Vtvelocity, :
55100 Kuala Lumpur, Malaysia @& www.goipgroup.com
R, +65 6826 6288
MALAYSIA 8 Eu Tong Sen Street, #22-81,
The Central, Singapore 059818

SINGAPORE
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